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“United States District Colgtl) = |
CENTRAL _ DISTRICT OF CALIFORNIA
In the Matier of the Seizure of
(Addrest or Drief dexeription of property or premised to be seized) }
‘ : SEIZURE WARRANT
THE FOLLOWING DOMAIN NAMES:
RAPGODFATHERS.COM, ‘ ‘ i SE I w 2 2 2
TORRENT-FINDER.COM, ..
RMX4U.COM,
DAJAZ1.COM, and
ONSMASH.COM. | - |
TO: DEPARTMENT OF HOMELAND SECURITY, IMMIGRATT USTQMS ENFORCEME (agency) and any

| Authorized Officer of the United States, Affidavit(s) having been made befors me by SPECIAL AGENT ANDREW REYNOLDS
who has reason to believe that in the Central District of California there is now certain propetty which is subject to forfeiture to the
United States, namely the following Internet domain names: (describe the property to be seized) .

RAPGODFATHERS.COM, rogistered with Enom, Inc., ﬁrhich has its headquarters at 15801 NE 24th Street,
Bellevae, Washington 9800%; :

TORRENT-FINDER.COM registered with Blue Razor Domaing, Ine., which has its headquarters at 14455
North Hayden Road, Sulte 226, Scottsdale, Arizona 85260;

RMX4U.COM reglstored with Enom, Inc. which has its hea&qunrtcrs at 15801 NE 24th Street, Bellevue,
Washington 98008; .

DAJAZL.COM registored with Fast Domain, Ine., which has its headquarters at 1958 South 950 East, Provo,
Utah 84606; and ‘ ‘

ONSMASH.COM rogistered with Godaddy.com, Inc., which has its headquarters at 14455 N. Hayden Road,
Suite 219, Scottsdale, Arizona 85260.

(the “Domain Nrmes") which is (statc one or more bases for seizurc under United States Code)
subject to seizure and eivil forfeiture under pursuant to 18 U.S.C. §§ 2323(a)(1)(B) and § 981(b) concerning a violation of Title J7
United States Code, Section(s) 506(a)} and Title I8 United States Code, Section(s) 2315,

I am satisfied that the éfﬁdavit(s) and any recorded testimony establish probable cause to believe that the property 3o described is
subject to seizure and that grounds exist for the issuance of this seizure warrant.

YOU ARE HEREBY COMMANDED to seize within 14 days of the date of issuance of this warrant, the property
specified above (the Domain Names), by serving this warrant and making the seizure in the daytime - 6:00 A.M. to 10:00
P.M., leaving a copy of this warrant and receipt for the property seized, and prepare a written inventory of the property
seized and promptly return this warrant and into the undersigned judicial officer as required by law. The Domain Name's
registry, Verisign, Inc. which has its headquarters at 21355 Ridgetop Circle, Dulles, Virginia, shall be directed to comply
with all terms of this warrant by placing on registry lock the Domain Names pursuant to the conditions get out in
Attachment Ashereto pending further order of the Court. The Department of Homeland Security, U.S. Immigration and -
Custorns Enforcement or its designeg is directed to maintain custady of the property pending resolution of the forfeiture,

Date.and Time Issued "“7/ o / 'oZpm. L e
Cit and Stgfapcanet A NAGLE

fucrar=— 2=

Hon. Margaret A. Nagle, 1.8, Magistrate Judge
Name and Title of Judicial Officer

prT——

i r
signdtare of Judicial Officer
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RETURN

DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COFY OF WARRANT AND RECE!FT FOR ITEMS 1.EFT
WITH

INVENTORY MADE IN THE PRESENCE OF

INVENTORY QF PROPERTY SEIZED PURSUANT TC THE WARRANT

CERTIFICATION .

1 Swear that this inventory is a true and detailed account of the property seized by me on the warrant.

Subscribed, sworn to, and returned before me this date.

U8, Judge or Magistrate Date
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ATTACHMENT A

I. Seizure Progadure

‘' A.  The seizure warrant will be presented in person or
transmitted via facsimile or email to personnel of the domain
name registry listed in Section II (“Subiect Registrv~) and the
domain name registrars listed in Section III (“Subject
Registrarsg”) who will be directed, for the domain names listed in
Section IV (“Subject Domain Names”) for which it serves as the
top-level domain registry, to make any changes necessary to
restrain and lock the domain names pending transfer of all
rights, title, and interest in the Subje¢t Domain Names to the
United States upon completion of forfeiture proceedings.

B. Upon seizure of the Subject Domain Names, the Subiect
Registry shall point the Subject Domain Names to IP address
74.81.170.110; at which.the Government w1ll display a web page
with the following notice:

This domain name has been geized by ICE - Homeland _
Security Investigations, pursuant to a seizure warrant
igsued by a United States District Court under the
authority of 18 U.8.C. §§ 981 and 2323.

willful copyright infringement is a federal crime that
carries penalties for first time offenders of up to
five years in federal prison, a $250,000 fine,
-forfeiture and restitution (17 U.5.C § 506, 18 U.8.C.
§ 2319). Intentionally and knowingly trafficking in
gounterfeit goods ig -a federal crime that carries
penalties for first time offenders of up to ten years
in federal prisom, a $52,000,000 fine, forfe1ture and

regtitution (18 U.5.C. § 2320).

C. Upon seizure of the Subject Domain Names, the Subject
Regigtry shall take all steps necessary to restrain and lock the
domain at the registry level to ensure that changes to the
Subject Domain Names cannot bhe made absent a court order or, if
forfeited to the United States govermment, without prior
consultation with United States Immigration and Customs
Enforcement. The DNS record should be altered to remove any
applicable name servers:.
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D. Upon seizure of the Subject Domain Names, the Subiect

Registrars shall medify any records, databases, tables, or

documents that are used by the Subject Registrars to identify the
owner of the Subject Domain Names to reflect the gseizure of the

Subject Domain Names. These changes relate to the following
recoxds, if they exist:

: L. The “Technical Contact” and “Administrative
Contact” fields will reflect the following information:

a. Name: U.5. Immigration and Customs
Enforcement

b. Address: Naticnal Intellectual Property
Rights

500 12th Street SW
Washington, DC 20024

c. Country: UsSA
d. 'Telephone: 1-866-IPR-2060 (477-2050)
e. Email: IPRCenter@dhs.gov

£, Fax: 202-307-2127

2. Any remaining fields will be changed so they do
- not reflect any individual or entity.

E. The Subject Registry shall take any steps required to
propagate the changes detailed in Section D to any applicable DNS

JCcrvers.

IT. Subdject Registry

Verisign, Inc,
21355 Ridgetop Circle
Dulles, Virginia 20166
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IITI. Suhieqt Reglstrars

-Enom, Inc.,
15801 NE 24th Strest
Bellevue, Washington 98008

Blue Razor Domains, Inc.
14455 North Hayden Road, suite 224
Scottsdale, ‘Arizona 85260

Godaddy.com, Inc,
14455 N. Hayden Road, Suite 219
Scottadale, Arizona 85260

~ Fast Domain, ZInc.
1958 South 950 Fast
Provo, Utah 84606

IV. BSubject Domain Names

RAPGODFATHERS. COM,
TORRENT-FINDER.COM,
RMX4T, COM,
DAJAZ1.CCM, and’
ONSMASH . COM
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Umted States District Couri: :

CENTRAF, DISTRICT OF CALIFORNIA

In the Matter of the Seizure of
{Addren or nrl:fdugr(mhn of propecty or premisey 1o ba peiged) ] .
THE FOLLOWING DOMAIN NAMES: -+ APPLICATION AND AFFIDAVIT
L ‘ FOR SEIZURE WARRANT
RAPGODFATHERS.COM,
TORRENT-FINDER.COM,
DAJAZ1.COM, and
ONSMASH COM
I, ANDREW REYNOLDS, being duly sworn depose and say:
Iam a Special Agent with the Homeland Sccurity Investigations, Immigration and Customs Enforcement and have reascn to

believe that in the CENTRAL District of CALIFORNIA
there is now concealed a certain person or property, namely the following Internet domain NAMES: (gweribo e person or pragersy 1o e palo)

RAPGODFATHERS.COM, registered with Enom, Inc., which has its hoadquarters at
15801 NE 24* Streot, Bellevue, Washington 98008; !

ILED '

TORRENT-FINDER.COM registered with Biue Razor Domains, Inc., which has its ‘-
: CLEHK US DISTRICT COURT

Road, Suite 226, Scottsdale, Arfzona 85260;

RMX4U.COM registered with Enom, Inc, which has its hendquarters at 15801 NE § i 4
24th Street, Bclievue, Washington 98008; F

£ ik
DAJAZ].COM registered with Fast Domain, Inc., which has its headqusrtersat ¢ ;
1958 South 930 East, Provo, Utah 84606; and f 0] CENTAR
| & | CENTRAL BISTAIGT OF CALIFORN A

Ly
ONSMASH.COM registered with Godnddy.cum, Ine., which has its headquarters ,ﬂ:v DEPUTY
14455 N. Hayden Road, Suite 219, Scottsdale, Arizona 35260,

which is (state one or more basss for deizare ander Undtod States Code)

subject to sefzure and civil forfeiture under 18 U.S.C, §§ 2323(a)(1)(B) and § 981(b);
concerning a violation of Title 17, United States Code, Section 506(a) and Title 18, United States Code, Section 2319.
The facts to support a finding of Probable Cause for issuance of a Seizure Warrant are z< follows:
Continued on the attached sheet and made a part hereof: X Yes__ No
o

Signature of Affiant ANDREW T. RETNOL ﬂSl
SPEUAL AGENT | | 1rms

S\.wvom to beforc me, and sﬁbscribed' in my prescnce ‘ ‘ g /ANON A ND
S ENFORCEM ENT, HOM A
| | iy I VESTIGATD
“! '7/,D at Angeles, Califo ;ELURTY
Date ' : City and k te : ]‘:
o . MARGARET A. NAGLE i
Hon. Margaret A. Nagle, U.S. Magistrate Judre L M1 ;,

‘ e — 7
Name and Title of Judicial Officer Signature of Judicial Officer f
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AFFIDAVIT

I, Andrew Re?nclds, being duly sworn, hereby state as

‘followa:‘
I.
INTRODUCTION
1. I am employed as a Special‘Agent (“SA”)lwith

the Department of Homeland Security (“bHS”), United States
Imﬁigration_and‘Customs Enforcement (“ICE”), Homeland Security
Infestigations.f“HSI”).and have been 36 employed since August
2009. T am currently aSsigned.to the bffice of the Special Agent
In Charge, Los Angeles {“8AC/1LA") .Intellectual Property Rights -
.(“IPR") groub. While a SA with ICE HIé, I;havg investigated and
‘assisted other agents in inveétigating numerous investigations
inﬁolving violations regarding fraud and Intellectual Property
Rights (IPR). Prior to my'empldyment'wifh;ICE[HSI‘as a sa, I
‘gexrved as a- Student Trainee (Criminal Invesﬁigator) with ICE fdr
approkimateif one yéa; at the SAC/LA Border Enforcement Security
Task Eorce_(BEST); SAC/LA Narcotics and‘Smuggling groupé. My
duﬁiES‘included agsisting agents in'investigating narca;ics
tréfficking and human smuggling violations. Furthermore as an Icﬁ
studen; trainee, I participated and assisteﬁ other state and

federal agencies in a wide variety of investigations.
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iI.
PURPOSE OF AFFIDAVIT
2. I make this affidavit in support of the government’s
application, pursuant to Title 18, United gtates Code, Sections
2323 {a) (1) () - (B) and 981, ﬁd: warrants to seize the following
property (in this case, webgite domains):
a. ' The domain name WWW;RAEGODFATHERS.COM, regigtered
with Enom, Inc., which has itg headguarters at
15801 NE 24th Street, Bellevue, Washington 98008;
b, The demain name WWW . TORRENT - FINDER . COM registered
with Blue Razor Domains, Inc., which has its
headquarterd at 14455 North Hayden Road, Suite
226, Scottsdale, Arizona 85260;
c. The domain name WWW.RMX4U.COM, regilistered with

Enom, Inc. which has its headquarters at 15801 NE
24th Street, Bellevue, Washington. 928008;

d. The domain name WWW.DAJAZI . COM,  registered with
Fast Domain, Inc., which has its headquarters at
1958 South 950 East, Provo, Utah 84606; and

e. The domain name WWW. ONSMASH. COM, registered with
‘Godaddy.com, Inc., which has its headquarters at
14455 N. Hayden Road, Suite 212, Scottsdale,
Arizona 85260
(¢ollectively referred to as “THE SUBJECT DOMATN NAMES#).
3. The procedure by which the government will seize the

SURJECT DOMATN NAMES iz described in Attachment 2 herxeto and

below.
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4. As get forth below, there is probable caugse to believe
that the SUBJECT DOMAIN NAMES are property uséd, or intended to
be used to commit or facilitate c¢riminal copyright infringemeﬁt,

~in violation of 18 U.S.C; § 23195 and 17 U.8.C. § 506(a), and
aré subject to‘séizure‘and forfeiture'pursuaht te 18 U.s8.C.
. § 2323(a).
| 5. Thé‘facts set forth in this affidavit are based upon my
‘perachal-obSEQVations, my training and experience, and
information and repoxts obtained from other agents and
individuals. ‘This-affidaVit'is intended to show merely thét
there is probable cause for the requested seizure warrants and
does not purport to set forth all of my knowledée of or
investigation into this mattexr.
ITIT.

6, Based on my training andﬂexperience and informatioﬁ
learned from‘ofhefa, T am familiar with the following terms:

‘a. Iﬁ;g;gg; Protocol Address: An Internet Protbcﬁl
address (IP address)lié a unique nﬁmeric'address used by
computeré on the Internset. 2an IP Address is a serieg of four
.hﬁmbérs, each ih the range 0-255, . separated by‘pefiods (e.q.,
151;55.97.179). Eve:y.computer attached to the Internet must be

assigned an IP address so that Internet traffic sent from and
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directed to that csmputer may be directed properly frsm.its
source to its destination. An IP address acss much like a home
or business gtreet address -- it enables computers connected to
the Intermet to properly foute_traffis tossach'othsr. The
agsignment of IP addresses to computers connected to the Internet

iz controlled by ISPs.

b, Domain Name: A domain name is a simple, easy-to-

remember way for humsns to identify computers on the Internet,
using a series of characters (e.g., letters, numbers, or other
characters) that correspond with a particulas‘IP address. For
example, “usdoj.gov” and “cnn.com” are domain names.
c. ‘Domain Name system: The domain nams‘system

(“DNS”) is, among other things,.a hierarchicsl convention for
domain names. Domain names are compossd of one or more parts, or
"labels,” thst are delimited by periocds, such as
“www.example.com;” The hierarchy of domainsg descends from right
to léft;.each labkel to the left specifies s sukdivision, or

| subdomain; of the domain on the right. The right-most labell
conveys the “top-level” domain; For ekample, the domain name
“www.example .com” means that the computer assigned that name is
in the “.com” top-level domain, and the “example” second-level

"

domain, and that same computer is the web searver.
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d. Domain Name Serverg: ~DN2 servers are computers
connected to tﬁe Internet that convert, or‘resolve, domain names
into Internet Protocol (“IP”).addreSSES. For each top—ievel
domain (such as “;com”), theré‘isfa gingle company, called a
“registry,” that determines which second-lev.el demain resolves to
whicﬁ Ip address. For example, the regiétry for the “.com” and
“.net” top-level domains is Verisign, Inc., which has its
headquarters at 21355 Ridgetop Circle, Dulles, Virginia.

e. Regigstrar &.Registrant:  Domain names may be
purchased through a.registra£, which acts as the intermediary
hatween the régistry and the purchasers éf the domain name. The
‘individual-orlbuainess that purchases, or‘fegiéters, a domain
name is called_a,“fegiStrant.; Registrants ﬁmntrol the IP
addregs, and thus thé computer, to Which their domain name
resolves. Thug, a registraﬁt may easily move a domain name to
another éoﬁputer anywhere in the world. Typically a registrar
will provide .a regigtrant with the abiiity to ghange the IP
addresa a parﬁicular IP addﬁess ragolves thréugh aﬁ dnline
intefface. Registrars typically maintain customer and billing
information about the registrants who used their domain name

registration serxrvices.
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£. Internet Service Provider (*ISP7): Many

individuals éﬁd businesses obtain access to the Internet thraugh
businessés known as Internet Service Providers (“Isﬁs"). ISPs
‘provide their customers with access to the Internmet using
telephone‘or other telecommunications linés; provide Interﬁet a-
mail accounts that allow users to communicate with other Internet
users by sending and receiving electronic messages through the
T8P's servers; remotely store electronic files on. their
customers' behalf; and may provide other sérvices'uﬁiqué to each
‘particular Isp. 1ISPs maintain records pértaining te the
individuals or businesses that have subscriber accounts ﬁith
them. Those records often include identifying and biiliﬁg
information, account écdess informatioﬁ in the form of log files,
e-mail transaction information, posting information, account
applicaﬁioﬁ infc:maticnj and other inforﬁaﬁion both in computer
data and written record format.

q. Whols guery: A standardized guery or method for
identifying a particular computer on the Internet by obtaining
information from a registry database-that identifies the
regigtrar for a particular IP address. For example, if you entef
a dbmain‘name éuch ag "microsoft.com,™ Whois will return the name

and addresz of the domain's owner (in that case, Microsoft
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CorpcratiCn)._ A “Whois”‘query can be found oﬁlnumerous different

webgites, including www.domaintools.com.

h. - Cam: The term “Cam” is a term used to describe
multimedia video and audio content which is illegally recorded in
a cinema ox theaﬁar whére filns are shown. After the content is
'illegally recorded, the multimedié'vided and apdio ig then
enhanced in preparation for illegal distributicn.

i. Screener: A screenar, also known as a work print,

normally refers to a Digital Video Disc (*DVD”) containing a full
length motion picture that is specifically prepared for and sent
to movie critics and censzseors for reviewiﬁg purposes before that
‘coﬁtent igs available to fhe public. It is common practice for
vsereener” footage to ;dntain watexmarks or subtitles which
réflact tﬁe dopyright holder’s ownership over the material.
‘Screeners, howevef, areisometimeS'illegally obtained and copied
or “downloaded” to digital format to allow for illegal
distribution., When divertéd befﬁre or during a motion picture's
tﬁeatrical ré1ease, a screener DVD provides a significantly
highef quality of pirated motion picture content compared to
content that is obtained‘through the use of a camcorder in a
ﬁovie theater, This level of quality ils normally not available

until the official release date of the motion picture's DVD,

A
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which normally occurs between 60 days and six wonths after

theatrical release.

5. Tnternet Forum: An “Internet forum,” ‘megsage

board,” or “forum” is an online discussion webpage where people
can hoid conversations in the form of pdsted messgages. They
differ from chat rooms in that messages #fe stoxed on the server
-or‘computér of the website that displays them. Depending on the -
.access level of a user and/or the forum set-up, a posted message
ﬁight need to be aﬁprqved'by an administrator before it becomes
visible to the general public. It is common for forums to
reéuire that the genefal public register with the webgite in
order to becomé a Forum “user” who is able to‘pqsﬁ megsages in
the forum. Forums have their'own language;‘e.g..a aingle
convergaﬁion is called a “thread.” A‘forum is hierarchical or
tree-like in structure: forum - subfdrum‘—-topic - thread -
reply.

/!

/7

//
1/

//

!/

/1
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Iv.

SUMMARY OF INVESTIGATICON AND EFFECT éF INTERNET PIRACY

7. This application arises from an ongoing nation-wide
invéstigation intﬁ websgites that illegaily distribute cﬁpyright—
protected content, particularly ﬁovies, songs, albums and
cémputer software, over the Internet,

8. I know from my participation in the inveétigation that
the Motion ﬁicture Association of America‘(MPAA) is an industry
tfade group that represants-ﬁaxious major United States motion
picturé studios that own the rights to the movies that are
discussed in this affidavit, and provides iﬁvestigative analysis
and.eval&ation services for products owned and ﬁaintained by
their member representatives. Acddrding to Etatiéticé compiled
by‘the MPAA for 2008, the motioﬁ picture and television
prodﬁctioﬁ indusfrias (the “industry”?) employ‘approximately 2.4
million people and paid over §140 killion in total wages. Over
250,000 of thése jobs are in related businesses that distribute
motion pictures and television shows to consumers. The industry
employs more than 25,000 kusinesses in ali 50 states, businesses
such as catefers, dry cleanérs, florists, hardware and lumber
suppliers, and retallers, to name a few. Appioximately $15.7
billion in federal taxes wefe collected in 2005 as a result of

the industry’s activities.
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9. PBaged on my participation in the investigation, 1 have
learned that there is a “domino effect” to oniine piracy. Online
piracy deprives the industry of revenue derived from the

“downstream” distribuﬁion of movies, software, music and
television shows after those products arelréleased in'theaters or
on television. Downsﬁream revenue funds axe used, amohg other
thinés; to.furthér invesément in the induétry and to fund pension
and healthcafe plans for unionized workers in the industry.
.Acﬁoréihé to the MPRA, 75% of a motion picture’s revenue comes
ffom-markets after the initiél theatfical rélaase, and more than
50% of scripted television ;evenues are géﬁerdted'after the firsﬁ
run on television. Domestic industries lose approximately $25.6
hillicn a vear iﬁ revenue to piracy, the doﬁestic economy loses
nearly 375,000 jobs either directly or indirectly related to
online piracy, and American workers lose more ﬁhan 516 biliion in
annual'earnihga'as a result of cepyright infringement.

10. As a result of statistics and yearly reports from the

‘Tnternational Federation of the Phonographic Industry (TFeI)Y, I

"The IFPI represents the interests of international musical
artists and recording industry (*member”) companies and firms.

The IFPI‘s mission ig to promote the value of recorded music by
safeguarding the rights of record producers through internaticnal
antl-plracy coordination, te include the submission of cease and
desist (C & D) regquests to violators and involved third parties.

10
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have also.learned that in 2008, the digital music business
internationally grew by approximately.zﬁ percent to $3.7 billion.
'Digital platforms row account for‘about 20 percent of recorded
ﬁusic sales up from 15 percent in 2007. The recorded music
industry generates a greater proportion of its revenues through
- digital sales than the film industry by a five to one ratio. The
United States is the world leader in digital music sales,
aeccunting for some 50 percent of the giobal digital music market
‘vaiue. Single track downloéds cfossed the one billion mark for
'the firat time in 2003, totaling 1.1 billion; and digital album
sales totaled 66 million. IFPI estimates that more than 40
biiliﬁn files were illegally fila-shaﬁéd in 2068, giving a piracy
rate of around 95 percent.

11. Many of the websites that are involved in the illegal
distribution of cdpyfight-prctected content over thé TInternet may‘
beldivided into three classes: “linking” websites, *cyberlocker”
Websites-and.“Bit torrent” Webéitesf
//

//
!/
//
//
{7/

11
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"12. T know from my participation in the investigation that
“linkiﬁg” websaites generally collect and catalog linkgs® to files
on third party websites that contain illegal copies of
copyrighted content, including movies, television shows, softwdire
and ﬁﬁsiﬁ.3 Linking websites organize these‘liﬁks by, for |
exampla, movie title or genre, to make them eagily accessible.

| Use?s simply click on a link to begin the process of downloading

or streaming (real-tiﬁe viéwing/liétening) to their own computér

an illegal cop& of a movie, television show, safﬁware program or
-music fiie from the third‘party webSite at which it is stored.

‘Linkiﬁg webgites are popular because they allow users to quickly

" browse content and locate illegal copies that would otherwise be

.‘more“difficult to find through manual searches of the Internet.

! For purpcses of this affidavit, a “link” is code which
specifies a particular webpage or file on the Internet. If
clicked on by a user, a link c¢an, for example, bring up the
relevant web page in an Internet browser or run a program. For
example, . _ o )
“hittp://movies.nytimes.com/2010/06/18/movies/l8toy. htil?scp=1&sqg=
toy%20story%203&st=cse” is a link to a webpage containing the New
York Times’ reviaew of the movie “Toy Story 3.7 A “link” may also
be referred to as a “Uniform Resource Locator” ox “URL.” '

* I know from my participation in the investigation that illegal
copies of motion pictures are frequently made by surrephtiticusly
videotaping movies while they are being shown in theaters. These
v infringing copies are then gquickly distributed over the Internet,
~ sometimes within hours of a movie’s initial release. Illegal
copies of motion pictures are alsoc made by illegally copying
authorized DVD’s of those movies.

12



DEC-09-2010 11:30 U.5. Attorneys Office 213 B94 0141 P.0Z0

Linking websites alsc often alleow users to‘poat‘links to
iﬁfringing content, Some linking websites afé “forum-based,”
meaning that the links to pirated céntent are contained in the
website’s internet forum;‘

i3. I also know fxrom my participatioﬁ‘in the investigation

-'th;t the.third party websites on wﬁich the illegal copies of
movieé and television shows are stored for‘later dcwnloading Qf
Qtreaming are sometimes referred to as “cyberiaéker" webéites.
Cyberlockers allow users to upleoad infringing content and often
feature high-capacity data éonnections that allow ugsers
;onvenientiy to download or stream that content relatiﬁely
guickly. Cyberlocker websites also may ailaw users to séarch for
and download specific content direc£ly without first going
thi-ough a linking website, Finally, a cybérlocker may usge
differéﬁt'éervers to host its webpage, receive uploads, and
handle downleading or atreaming content. Each ¢Qmpﬁter server
connected to ‘the Internet ig identified by one or more IP
'addfeéses.

14. I also know from my‘participation in the investigation
that the webhsites throﬁgh which i}legai éopies of movies aﬁd
televigion shc&s are shared and transferred are known as “Bit
torrent”lwebéites."A Bit torrent (referréd to in sheort as

" Ytorrent” or “torrent file”) is a files distribution syétem used

13
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.for‘transferrihg files across a network of people. As you

' dbwnload a file to‘yoﬁr cbmputer, Bit torrent makes what you
download available fcr‘;th&r people to d&wnload straight from .
yvour computer; when multiple people are.downioading the same file
at the same timé, tf;e},f provide' (or “upload”) pieces of the file
to each other. Bit ﬁorrénﬁ pieces together the file you are
downloading, solit-QDeé not matter whether you have the firs£
pﬁrt‘of the file or the last part of the file, or in‘what order
you download it. As yﬁ»u continue to retrieve the file, Bit
torrent also prioritizes how Lo connact people to one another for
file sﬁaring based on the piecés of thé £ile they have obtained,
Faf exaﬁple, a pefson with 28 percen£ cf the-file done is |
directed to the people with the 2 percent of the file they still
need. Bit torrent websites allow users to uplééd'infringing

" content and often feature high-capacity files while allowing
users conveniently to download or stream th§t ¢0ntent relativelf
guickly from large numbers‘éf other people also aownlaading the
file. Bit torrent websifes alse may allow users to seaxch for
and downl&ad‘Bit torrent files through a linking site. ‘Finally,
a Bit torrent website may use different servers to host its.
webpage, receive upleads, and handle Bit torfént content. Each
éomputex server connected to the Internet is identified by one or

mere IP addresses.

14
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15. This investigation hag ideﬁtified five linking,

_cyberlockér or Bit torrenf websites that are among the most
popular‘such webgites on the Internet for diatriﬁuting illegal
cdpiea of movias, televisicn shoﬂs, softﬁare and mﬁsic files.
‘Theselwabsites'aré: (1) RapGodFathers. com (he;gihafter
-"RAPGODFéTHERSJCOM“); {2) torrent-finder.com (hareinaﬁter
"TORRENT-FINDER.COM", (3} RMX4U.CCOM (hereinafter "RMX4U. 'C:DM")',
(4) dajaél.coﬁ'(héfeinafter "DAJAZL.COM"), and (5) onsmash.com
(hereinafter "ONSMASH,COM"). Based on the facts zet fo&th‘below,
T believé that each‘oflthese websites are actively facilitating
the distribution of pirated content. Baged on the investigatién,
it appears that website administrators aﬁd/or representatives:
from each of these fiﬁe webéites gupply‘access‘to, and
advertising for, the pirated content &ia their websites and/or
provide access for any Internet users to download sucﬁ pirated
content. |

N

/7

/7

/'

//

//

/!
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V.

EROBAELE CAUSE FOR SEIZURE AND FORFEITURE
~16. During the course of this investigation, I have
reviewed the below linking sites, Bit torrent sites cykerlockers
using computers located in Long Beach, in Los Angeles County,
California, and have used those websites to download multiple
illegal copies of copyrighted motion pictures, software and
music, as described below. .
The RAPGODFATHERS,COM Webgite
A. @eneral Description |
17. Based on my review of webpages that are available at
the RAPGODFATHERS.COM website, I have learned the following:
a. RAPGODFATHERS.COM is a forum-based “linking”
webgite. According to the site’s “Termg of Service’ page:
The service is offered to you conditicned on vour
acceptance without modification of the terms,
conditions, and notices contained herein. By wvisiting
and using RapGodFathers.com or any of its affiliate
sites and services, you are acknowledging your full
compliance to the terms listed here.
RapGodFathers.com is based on its links to third party
sites. The linked sites are not under the control of
RapGodFathers.com and RapGodFathers.com is not
responsible for the content of any linked sites or
Adinks contained in a linked site. . . .The links are
gathered automatically .
We do not manually.check every file for copyright

issues, and therefore we do not assume any
responsibility or liability for the contents of the

16
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WhoisGuard.com, a company thch protects the identity éf domain
registraﬁts by placing their‘ihformation in WHOIS and providing
‘an option to rédirect eméil and regular mail o the customer's
real address.

38, Publicly‘available‘WHOIS records alsd revealed that the
RAPGODFATHERS.COM site is hosted on a computer assigned IP
addréss 6§7.216.80.3, which ig owned by ColacateUSA; located at
2327 Wise Road, Grand Prairie, Texas 75052.

The TORRENT-FINDER.COM Website

A. Gengral Degcription

37. .Based oﬁ mylréﬁigw of web pages that are availlable at
thé TORRENT-FINDER.COM website, I have learned the follmwing:
| a. TORRENT-FINDER.COM is a linking and Bit torrent
webzite. According to a disclaimer locatéd,at the bottom of the
site’s web pages, “Torrent Finder is a 100% legal website, in
sﬁrict‘compliance-with all local laws and copyﬁight agreements.”
The website’s hﬁme page also explains that “Torrent Finder is a
Bit Torrent Multi Search Engine which searches 165 téfrent gites
and trackers‘frcm‘oﬁe page. . . Frotect ypurself‘from vour ISP,
Hide your personal activity while downloading torrents.”
b. :Based on my participation in the invéstigation and
mf discussion with MPAA representatives, T know that despite this

digclaimer, the webpage still ligts terms which indicate the
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T

production and distribution of pirated content as well as the
concaélmant of the user’s identity while downloading pirated
contént. |

. ‘Dn or abaut.October 15, 2010, the website’s
homepage displayed SEvera}'ingﬁ Speed Downloads,” the first of
which was titled “Secretariat Ripped.” Baged on my training and
experience, queries of pUblié mﬁvie listingé;and my discussion
with‘ MPAA represenltatives, I know that “Secretariat” is a first-
run;ﬁovie that was released in theaﬁers on or about‘October 8,
'2d10‘and‘wa5‘not yvet released Eb the general public for hoﬁe-
viewing. I als¢ know that in the above-refergnéed context, the
terﬁ *Ripped” refers to a plrated copy ofla'movie which was
created - i.e. ripped from - the original digital socurce
‘material,'often after Ehe security_pr&tection on the original
digital.aourge.ia removed.

d. The top of the site’s home page includes the'logog
ana titles of'ather torrent webgites which ére‘iinks available
£hrough TORRENTQFINDER.COM. The titles of these torrent websites
dncluded the following: “PBSP Pirates,” “Pirateeurdpa,"
“ThéEirateBay,” “Rick Ass Torrents,” “FileMPB.org,”
“dpensharing,” and “MoviesDVDR.”” (Emphagis added.)

&, The first page a user sees when accessing the site
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contains a search text-box, in which a user is able to enter any
keyword or phrase to initiate a search of links available on

TORRENT- FINDER.COM which lead to downloadable content.

B. Ppirated Movies via TORRENT-FINDER.COM

'38. On or about November'lo, ?010, I used the above-
réﬁerenced gearch tgxthox to gearch for downleoad links which
coﬁtain the keyword “Cam” in the file title. (As explained in
the technicél definition secfion above, “Cam” :efera to movies
that have been recorded withlcamCQrders while the movie 1s
playing in théaters, Movie fileé created in th;a way frequently
have‘thg term “cam” in the fiie.titIEf) The result of my search
congisted of 1,0QD pages with 30 dcwnlbéd links‘per‘page,
equaliné 30,000‘links. ThE'resﬁlts=were listed beginning with
the most ﬁopular.links which cohtainéd.the kgywc:d “Cam;"” the
1igtings also showed how‘many computers wefe currently‘acceasing
(“Seeding” or “1eeching") the torrent f£ile and whether or not the

links were “verified torrenta”*:

B In the above-referenced. context teo Bit torrent files, a “seed”
is a computer that has an entire copy of the torrent and offers
it for upload. The more seeders there are, the better the
chances of getting a higher download speed. If the seeder seeds
the whole copy of the download they should get faster downloads.
A “leech” is a ¢omputer that either doesg not have 100 percent of
the data or who has a negative effect on the download speed by
déwnloading much more of the file than they upload. A “verified”
Bit torrent file is a file that has been checked and approved by
the evaluators of the website (which can eithér be people or an
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- Paranormal Activity 2 2010 CAM Xvid-REVIVE
[verified], [approximately 3,840 seeds / leeches]

- Inception.2010.CAM . XviD-TA(FULL MOVIE) [verified],
[approximately 3,738 seeds / leeches]

- Jackags 3D 2010 Cam H264 Feel-Free [verified],
[approxzmately 3,531 seeds / leeches]

-  The Social Network CAM XViD - IMAGINE [verlfled]
[approximately 3,178 seeds ./ leeches] '

- DUE DATE 2010 Cam XviD Feel-Free [verified]
[approximately 3,597 seeds / leeches]

- Megamind 2010 Cam-CLASSiFiED [verified]
[approximately 2,311 seeds / leeches

39, I know that once a ﬁsér selects a movie and clicks on
the ¢drre$ponding link, a new webpage listing numerous details
about the movie file' as well as links to download the movie
file £rom cyberlocker webaites‘or as a Bit torrenﬁ file appears.
A uger cah then click on one of the links to download the movie
from the relevant website.

40, Based on my partidipation in thg investigation, review
of public movie listings and my discuséions with MPAA.
‘representafives, I know'thét the above~refereﬂ;edtitie$ reflect

several movies which are currently unreleased on DVP, unavailable

automated gomputer funetion) which' attaahes the term to the Bit
torrent file link.

“ Details te include pictures, cover art, ¢ast, screenshots,
descriptions and reviews. ‘
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for public home-viewing and the copyright holders did not
authorize their third party distribution over the Internet by
TORRENT-FINDER.COM or any other website.

- 41. On November 15, 2010, I did the éame gearch for keyword
*cam” and the result again consisted of 1,000 pagés containing 30
links perlpage, equaling 30,000 matches. This time, I reviewed
‘the firast 1o pagas of results and it appeared that épproximétely
80% of the:resulté on those 10 pages cdntainéd movieé with the

| term “cam” in the digital file title. Some of the movie titles
listed on the first page (hence, the most.popular downloaded
movies) werelthe folldwing:

--  Due Date 2010 Cam XviD Feel-Free [verified],
[approximately 5,860 seeds / leeches]

-- Paranormal Activitylz 2010 CAM-XviD-REViVE
[verified], [approximately 4,719 seeds [/ leeches]

-— Megamind 201C Cam-CLASSiFiED [verified]
[approximately 2,627 seeds / leeches]

--  The Social Network CAM XViD - IMAGINE [verified]
[approx 2,517 zeeds / leeches]

- —-  Saw 7 2010 CAM XviD - danythecne (NEWVIDEOSGURCE)
[verified] [approximately 3,041 seeds / leeches]

¥ The other approximately 20% of the results contained “cam” in
the file title for some other reason, such asgs the actress Cameron
Diaz being listed in the file title.
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'¢. TORRENT-FINDER.COM Forum Posts by Forum User “Torrent Finder”

42. Users of the torrentjfinder.com website can click Eabs
at ﬁhe top of each webpage to browse categories such asl“Search"
“Forums,” and “News.” On October 26, 2010, I accessed the
portion of the website called‘“Forﬁms”.whiah allowed users to
post comments about movieé, software, video games, music,
participate in forum discussions with other users, and create
mess;ges which link ﬁo other Bit td;rent websites.

43. I was able to view several posts by the user
“Torrent Finder;” ineluding “Top 10 Most Pirated Movies on
BitTorrent,” “Piracy in the Mﬁéic,Induétry," “Piracy Can Boost
Book Sales Tfemendﬁﬁsly,” “Theé First Epiéqde‘of ‘The Walking
ﬁéadf Leaks to BitTorrent,” and “Piracy domain_séizu;e bill gains
support.”

44, from reviewing tﬁese posts by the user “Torrent
Finder,”.l‘learned that the aboVe—:eferenced postings contained
links and ipformation to pirated ﬁovieg,including “Wall Street:
Money Never SléePs," vThe Social Network,” “Red,” and other
mévies; (A scréen shot, aslit existed on October 26, 2010, is
attached hereto as Exhibit C.) Based-on.my.conversations with
MPAA representatives‘and my review of public movie listings, I
learned that as of October 26, 2010, these movies were playing in

-~ theaters and the copyright holders did not authorize their third ‘
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party distribution over the Internet by TORRENT-FINDER.COM or any
other website, | |

45. During my in&estigati&n, I further concluded that the
user “Torrent ?inder; is aﬁ Administrator and representative of
EDRRENT-FINDER.COM.‘ I came to this concliision based on twe
significant facté; Firét, the title “Admin” is located below‘the
usef's name. Based on my training and experience, I know that a
forum user’s title can only be created by ﬁhe websité, not the -
user. Second, the words “Torrent Finder Admin” and the Torrent.
Finder.com‘logd are listed in the user’s “signature.”%
D. Downloads of Infringing Content v'ria EORRENT;FINDER.COM

46. On October 15, 2010, T searched TDRRENT FINDER. COM for
the mov;e "The Town” and received four results which contained
the word “Cam” ih‘the file title. At the time of this search,
the movie “The Town” wag still playing in theaters and was not
yet released to the general public for home viewing. | I clicked
on the link to the tOfIEnt file listed as “The Town CAM ACB XVlD
{REA.‘D NFO} - IMAGINE - {Gala:_cyRele.ase}" (hereinafter “The Town

movie file”) which displayed the torrent file hosting website

¥ In the above-referenced context to Internet forums, the term
“signature” refers to. the zignature block or block of text
automatically appended at the bottom of an email megsage, forum
post or other Internet-based discussgion,
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*Kick Ass Torrents.” At this point, I was still on the Torrent
rinder website, but wag able to see a page of the Kick Ass
Torrents website associated with The Town movie file.  The page
contained a detailed description of The Town movie file which
included a copy of an advertising poster .for “The Town” film,
sereenshots of The Town movie file, an Internet Movie Database '
. A
(IMDb)Y link and description, cast listings, the texm “Cam”
ligted under “Detected Quality” as well as a list of the files
stored within the torrent file.
47. Towards the bottom of the webpage, under a text box

1abeled “IMAGINE NOTES,” were listed the following comments:

VIDEO: Thanks to a very good friend. . . . 1)
' AUDILO: Thanks to a veryugood friend. . . . 1}’

Video ‘on this was pretty good other than the odd auto

focus issues. First was the colors, we messed about

with the . . . colors and also brightened it up a bit,

., . . and . . . dulled the real bright spots . . .
/ sounds fairly good for cam audio. You can hear the odd

laughing and such, but not bad at all. Sample was made

8o you could hear the laughter at one certain spot. . .

48. Based on my training and experience, the above comments

v The Internet Movie Database (IMDb) is an online database of
information related to movies, actors, television showa,
production crew personnel, video games, and fictional characters
featured in visual entertainment media.
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refer ﬁo the fact that the movie was videotaped with a camncorder
and that you couid.hear the laughter of the movie audience in the
theater where thé‘film was illegally recorded. While initiating
the download, I was provided with the féllowing two options to
déwnlaad the movie: (1) “Doﬁnload Torrent” (from‘a Bit torrent
‘EitE), and (2) “bownload Movie” (a diremt download from‘a ayber
locker) .

49. I clitked on the “Download Movie” option aﬁd'it tock me
to a page contained on the “Kick Ass Movz” website which
contained'a download iink to download The Town movie file. Aftex
attempting to download the movie, it regquired that I register and

}pané fée to Kick Ass Movz, so I instead returned to Torrent
Finde?.com and c}icked on the option listed as “Download
Torrent.” Thizs allowed -me to download the Bit torrent file and

as a result, I was ultimately able to download a copy of the

following £ile:

10/15/2010 The Town wwéfﬁgrren “ﬁiCK ASSE ”TheMTSQn
T~ ‘ Tor;ents” .1 CAM ACB
finder.com XViD -

IMAGiﬁE
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moviae file to MPAA investigator Michael Radziewicz.

On October 18, 2010, I submitted a sample of the Town

51. On or about Octcher 28, 2010, MPAA representatives

examined a copy of The Town movie file that I obtained via

TORRENT-FINDER,COM. I was informed by MPAA investigator

Radziewicz that The Town movie file wasg an unauthorized release

of the movie “The Towm,” & movie owned by Summit Entertainment,

LLC. I later reviewed a copy of the copyright application for The

Town‘and‘learned that the £ilm was copyrighted based on the

following Claim Details:

1-81XKE5 The Town |Motion Warner Warner
486974771 1 Picture Bros. ‘Bros.
Entertainm | Entertainm
ent . Inc. ent Inc.
s2.  Radziewicz also informed me that the Town movie £ile

was a “cam,” meaning that it had been iliegally copied in the

theater with a camcérder.

/!
//
/!
/!
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B, Advertising Revenue Paid to TORRENT-FINDER.COM

53. Advertisements appear on various portions of the
TORRENT-FINDER. COM wébsite, including on paées that include
downleoad links to movies, ﬁusic, and computer software. As noted
above, I aléo know from my parﬁicipation in the ihvestigation and
as a-resulﬁ of informétion obtained from, éhd ﬁy discussions
with, representatives of Va;ue Click,® that companies which
place‘advértiéements‘on wabgites tyﬁically péy a fée to the
website’s owner baaed on, among oﬁher things, - the number of
website users who view the advertisement as well as the number of
times users ¢1ick oh the advertisement.

54.‘ Baéed upon information I received Lrom Value,Click,.the-
following chart réfleets advertising revemnueg that Value Click
Qaid to the owners of the TORRENT-FINDER.COM website for
advertisemants appearing on various portions of the TORRENT-
FINDEﬁ.CdM wébsite, corresponding to the numbér of people that

view and interact with the website

¥ yalueClick, based in Westlake Village, California, is an online
advertising company which provides online advertising campaigns
and programs for advertisers and advertising agency customers in
the United States and lnternatlonally

. ® It is significant to note that ValueClick is only one of
multiple online advertising companlea that TORRENT-FINDER.COM
uses on its website and thus is& not the only advertising company
which provides revenue to the TORRENT-FINDER.COM website owners.
Thus, the above advertising revenues reflect only a portion of
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% g i Lk caan
LLorrent- $245.00 USD 2/23/2009 Direct
finder.com ‘ Deposit
wWWw. torrent- $89.00 USD 1/16/2009 Direct
finder.com ‘ Deposit ]
| www. torrent - 51,469.85 USD 12/18/2008 Direct
Eindex.com. . ‘ Deposit ]
www. torrent - £1.,527.85 USD 11/25/2008 Direct
finder.com ‘ Deposit
WWW . COTTent - 52,111.15 UsD | 10/24/2008 Direct
finder.com ‘ Deposit
www. torrent - 24,265,.20 USD g/18/2008 Direct
finder.com - - . Deposit
www. torrent - $2,845.25 USD 7/18/2008 Direct
finder.com ‘ : : Deposit o
www. torrent - §565.80 USD '6/19/2008 Direct
finder.com ‘ Depodit
www. torrent. - $640.80 USD 5/19/2008 Direct
| £inder.com : Deposit ]
www . torrent.- 8568.45 USD 4/21/2008 Direct
finder.com | Deposit
www . torrent - $631.20 USD 3/20/2008 Diract
finder.com Depésit ]

the advertising profits that the owners of TORRENT-FINDER.COM are

receiving.

41




DEC-09-2010 11:36 U.5. Attorneys Office 213 B94 0141 F.036

F. ThE_TORRENT-FINDER.COM Domain
55, According to valuethewebaite.qom,‘as of on or about
November 12, 2010:
a. Tﬁe'Alexa.com rankiné for TORRENT-FINDER.COM ghows
it was the 4,9‘80th most popular webgite in the United States;
'b.  TORRENT-FINDER.COM had 103, 978 daily page views;
o, TDRRENT—FINDER.CDM had an estimated worth of
$ 373,678.00
56. A searchlof publicly available WhoIs domain name
‘registration recordé revealed that the'TORRENT-FINDER.COM domain
- was registéred on‘ar about August 22, 2004 through the registrar
Blue Razor Domaina; Inc, which has its-headquérters at 14455
‘North Hayden Road, Suite 256,-Scottsdale, Arizona 85260. The
publicly available WhoIs database lists the registrant of the
'TORRENT-?I&DER.COM‘as.ﬁ7-Mgdia, a company which protects the
identity of'doméin registrants by placing their information in
WhoIéﬁ providing an option to redirect email and regular mail to
thé customer's ;gal address ag well éa'prcviaing é number of IP
related services to it clienta.‘
57. Publicly available WhoIs records also revealed that the
TORRENT-FINDER.COM site ig hosted on & computer a351gned ir
address 208.87.34.18, which is owned by Secure Hosting, located

at Robinsen & Marathon Roads, P.0. Box CB12862, Nagsau, Bahamas.
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their information in WhoIs and providing an Dption to redifece
email and regular mail.tc the cuetomer}é real'addrese.
Publlely avallable WhoIs records also revealed that the
ONSMASH coM site ig hosted on a computer aeelgned Ip address
207.58.138.102, whlch is cwned by Servint located at 6861 Elm
Street ath Floor, McLean, Virginia 22101.

| | V.

STATUTORY BASIS FOR SEIZURE AND FOREFEITURE

98. Title 18; United states Code, Section 2323(a)(1)(A) and
(B) prov1de, ln relevant part, that any property used, or |
‘intended to be used to commit oxr fac111tate er;m;nal copyright
infringement (18 U.8.C. § 2319; 17 U.S.C. § s06(a)), or
conatltutlng or dEerEd from proceede obtained dlrectly or
indirectly from the viclation ef Tltle 18, United States Code,
Section 2319 and/or Tltle 13, United States Code, Section
2319(&)(1) are subject to both eivil and crlmlnal forfeiture to
the United States government.

99. Title 18, United States Code, Section 2323(2) (2)
proﬁidee‘that the procedures set forth in Chapter 46 of Title 18
(18 U.s.C. § 981, eﬁ seq.) shall extend to civil forfeitures
under Section 2323 (a). . Title 18, United‘Statee Code, Section
- 981 (b) (1} authorizee seizure of property subject.te civil

‘forfeiture based upon 2 warrant supported by probable cause.
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Tltle 18, Unmted States Code, Section 981 (b) (3) pexrmits the
iasuance of a seizure warrant by a judiciél'afficer in any
dlstrlct in which a forfeiture action against the property may be
filed and may be executed in any dlstrlct in which the property
is fdund.

100. Neither a restraining order nor an injunction is
gufficient to guaréntee the availability ﬁf the SUBJECT DOMAIN.
NAMES for forfeiture. BY aeizing the SUBJECT DOMAIN NAMES and
redlrectlng them to another website, the Government will prevent
third partiéélfrom adquiring the names and using them to commit
ﬁdéitional crimes. Furthermbre,.seizure of thé SUBRJECT DOMAIN
NAMES will prevent third parties from contiﬁuing to.access the
five websites 1lsted above

101. As set forth above, there is probable cause to believe
that the SUBJECT DOMAIN NAMES are subject to both ¢ivil and
criminal forfeiture because they were used in the commission of
criminal copyright infringemeﬁt and congpiracy to commit criminal
copyright infriﬁgement. |
/7
/

/7.
//
7/
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ViI.

EEIZURE AND FORFEITURE PRDCEDQE

102, As detailed in Attachment A, upon executlon of the
seizure warrant, the regletry for the * net” and
. com” top-level domaind, VEIlSlgn, Ine., headquartered at 21355
rRidgetop cirele, Lakeside 11T, Dulles, Vlrglnla 20166
(“Verieign”), shall be directed to reetrain and 1ock the SUBJECT
DOMAIN NAMES pendlng transfer of all right, ‘ritle, and interest
in the SUBJECT DOMALN NAMES to the United States upon completion
-of ferfeiture’preceedinge, to ensure that changes to the SUBJECT

ftDOMAINlNAMES cannot be made absent ceuft order or, if ferfeited
to the United States, without prior consultatien with ICE.

103. In addition, u upen se:.zure of the SUBJECT DOMAIN NAMES
py ICE, Verisign will be directed to point the SUBJECT DOMAIN
NAﬁES toea‘perticular 1p address, which will display a web page
netifyiné users, includinglthe registrants, of the seizure of the
SUBJECT‘DOMAIN NAMES .

104. Registrars also maintain certain records relating to
the owner of each domain name for which it is the top- level
regietry, including the QUBJECT DCOMAIN NAMES (the “Domain Name
Recorde”).' Certain'ef‘theee records are available to the public
'threugh a “Whois” leokup through a web breweer, among other

means. At the time the SUBJECT DOMAIN NAMES are seized, the
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‘.relevant‘registrars will be directed to change the sTechnical
lContact" and “administrative Ccntact” fields of the Domain Nawme
records for the: SUBJECT DOMAIN NAMES. tO contact information
- relating to ICE to reflect the fact that the SUBJECT DOMAIN NAMES
have beén seizéd; and to change the name server fields of the
Dowain Name Records to effect the forgoind changes. All other
fields will be changed SO that they do not reflect ANy 1nd1v1dual
or entity. | |
05. Upon completlon of forfelture‘proceedinga, all Domain
i . Name Records for the SUBJECT DOMAIN NAMES will e changed to
é | .reflect‘the transfer of_ownershlp to the Unlted States

VIII.
CONCLUSION

106. Based on thelinformation éontained in this affidavit
.there is probable cause to believe that the SUBJECT DOMALN NAME‘.‘S‘
are property thaﬁ nas been used, or are intended'to be used to
commit or facilitate criminal copyright‘infringement.
accordingly, the SUBJECT ﬁOMAIN NAMES are subject to aivil
forfeiture under 18 U.S.C. § 2323(3) and seizure pursuant to

' | 1g U.5.C. & 981 (b) .

/f
//
//
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Accordingly, it is requested that the seizure warrante be
igsued for the following SUBJECT DOMAIN NAMES:

RAPGODFATHERS . COM,
TORRENT- FINDER. COM,
RMX4U, COM,
DAJAZL.COM, and
ONSMASH.COM,

il

 Andrew T. Reynolds
Spegial Agent -
Tmmigration and Customs Enforcemant,
Homeland Security Investigations

Subgcoribed and sworn to before \
me on this |Jphday of November 2010. ‘ /

‘ MARGARET A. NAGLE i

THE HONORABLE MARGARET A. NAGLE
UNITED STATES MAGLETRATE GE

69
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TTACHMENT

T. Seizure Progedure

A A e o e o o

A. The seizure warrant will be pregented in person oOr
transmitted via facsimile ox email to personnel of the domain
name registry listed in Section IT (“Subject Registry”) and the
domain name registrars listed in. Section IIT (“Subjact
Registrars”) who will be directed, for the domain names listed in
gection IV (“Subject Domain Names”) for which it sexves as the
top-level domain registry, TO make any changes necessary to
restrain and lock the domain names pending transfer of all

rights, title, and interest in the Subject Domain Names to the
United States upon completion of forfeiture proceedings.

B. Upon seizure of the Subject Domain Names, the Subject
Reqistry shall point the Subject Domain Names to IP address
74.81.170.110, at which the Covernment will display a web page
with the following notice: ‘

This domain name has been seized by ICE - Homeland
gecurity Investigations, pursuant to a seizure warrant
issued by a United States pistrict Court under the
authority .of 18 U.§.C. §§ 981 and 2323.

willful copyright infringement is 4 federal crime that
carries penalties for first time offenders of up to
five years in federal prigon, 2 $250,000 fine,
forfelturs and restitution (17 U.S.C § 506, 18 U.S5.C.

. § 2318). Intentionally and knowingly trafficking in
counterfeit goods 1is a federal crime that carries
penalties for first time offenders of up to ten years
in federal prison, a $z,000,000 fine, forfeiture and
'restitution (18 U.8.C. § 2320).

¢. Upon seizure of the Subject Domain Names, the gubiect
Registry shall take all steps necessary to restrain and leck the
domain at the registry level to ensure that changes to the
Subject Domain Names cannot be made absent a court order or, if
forteited to the United States government, without prior
consultation with United States Tmmigration and Customs
Enforcement. The DNS record should be altered to remove any
applicable name servers. '
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D. Upon seizure of the Subject Domain Names, the Subject
Registrars shall modify any records, databases, tables, or
documents that are used by the Subject Registrars to identify the
owner of the Subject Domain Names to reflect the seizure of the
Subject Domain Names. These changes relate to the following
records, if they exist:

1. The “Technical Contact” and “Administrative
Contact” fields will reflect the following information:

a,. Name: U.8., Immigration and Customs
: Enforcement

b. Address: National Intellectual Property
Rights ‘ S
500 12th Street SW
‘Washington, DC 20024

¢. ‘Country: USA

d. Telephone: 1-866-IPR-2060 (477-2060)

e. Email: IPRCentera@dhs.gov

£. Fax: 202-307-2127

2, Any remaining fields will be changed so they do
not reflect any individual or entity. ‘

E. The Subject Registry shall take any steps required to
propagate the changes detailed in Section D to any applicable DNS
servers. ‘ ‘

II. Subiject Registrv

Verigign, Inc.
21355 Ridgetop Circle
Dulles, Virginia 20166
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III.

IV.

11:37 U.S. Attorneys Office

Subdiect Regigtrarsg

Enom, Inec.,
15801 NE 24th Street
Bellevue, Washingten 28008

Blue Razor Domains, Inc
14455 North Hayden Road, Suite 226
Secottasdale, Arizona 85260

Godaddy.com, Inc.
14455 N, Hayden Road, Suite 219

Scottsdale, Arizona 85260

Fagst Domain, Inc.
1958 South 950 East
Provo, Utah 84606

Subiect Domain Nameg

RAPGODFATHERS . COM,
TORRENT-FINDER.CCM,
EMX417. COM,
DAJAZ1.COM, and-
ONSMASH ., COM-

213 894 0141

F.044
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